Hitt |

Mifare |22 4 VEFIRE B A

Others

Mifarel & F 1984 F W HI L), EEEEFTEFEI T
ZHINA. BMERFRRZTMRN, Mifareth HIEE R HEAIX
Mo st AXxiMifareFRIGHFIREMEHEIT TR
AHIGHT, RH T XtMifare-RBEATIERI T EFIBIHR T 2,
EHEBRERNMBER RS,

FREL FRARA th K/ EMEILR N BRR AR AR EHA KRR

FRB/E R T2
K17 /Keywords
M1k -
RS -
"EFRR -
SM7B3 -

PSR, 1R 2 bk Rk £ 1Y
2GR H S AR EEE il e R
AR, FERARIE, Wk RATECE 2L,

Mifare M1 JZNXP Mifarel Card
AR AR RE R, BEM T
i, AN SRS RS, K
THAGHRERR, PLTHRE D, 7]
FPEE . — R AR A SRR, N
19944 B it DAk 2 J5, #3381 7)1z
Rz,

1 Mifarel R45#43

1) Mifarel R 164~ X 4L, A
Fe X AE A AN B bR 8, 5 MR 4
PP TSR, bk H0~63", fn
E1FR.

2) fEmX 1R, 17k K
RifilE ZXELE, ETHXELER
L, AHEME K.

3) BA XA BE, DhEER

782 | Wi bl - 48T - 20154

#o B

axo %1 [ i
B2 B

#3 il

Ho VGBS

BE1 #1 VGRS
2 GBI

B3 [ BEA FEHEEH ®EB | W

0 B

HIX 15 1 B
2 sk

3| EBA 7AEUEH] BB | Eibik

Bl Mifarel Rt 4555

], Bt 0~22 H T4 fif Bt . 334
Bt 32 0 T B8 17 filf AR HE 92 45
e X HEAFMEAVESE, ATEAE T a0
mft. . wk. BEEERE.

4) BolS3 A RIS A A, T
A A L ik Ehlin B, a2
PR,

~N N WV E W NN - O

61
62
63

| AOATA2A3A4AS  FF078069

B0 BI B2 B3 B4 B5 I

DA (6B) A (4B)

B2 HiEHRIREE

A (6 B)

5) A R X P B e 3 o 2 R Fn
- fi 42 1l A 0 A ST AR, H P AT LAAR 48
MR E . A HIBR e fE4 B,
32 bit B, R A B X A A A et
P B0 PO A7 B SR F 1 2 vl R R A
fig 3 R 0, A iRl h =
AR, AnEBHTR,

6) I A LLIE B R AF fil T4 il
T, W T BB Ui AR . il
fn, ST IMEERESGIEKEY B, #Hf7



Mifare-F 2 4 PE RIS iRt 6 AR
Ho: Cl10
B (@3h!
2. C12
3. Cl13

AR FREAUIGUEKEY A, = A5 il o 72 428 il 775
HILE, B4R,

E3 TEtERRIEHIR

C30
C31
€32
C33

x5 0 fEE bl
bit 7 6 S 4 3 2 | 0
FHe6 C20.b Clob
FW7 C10 C30_b
FH8 C30 C20
E9
B4 =HAE
(A#ER0A 6], C10_bRRC108IKIE)
s -y, 5 —_—
Rl 4 B, St9anE SR,
bit 7 6 5 - 3 2 1 0
1 6 C23b |C2b[C21b|C20Db|CI3b[CI2b |Cllb |CIODb
57 Cl3 Cl12 Cll1 Cl10 C33b [C32b |C31 b |C30b
~ 8 C33 C32 C31 C30 C23 C22 C21 C20
£45 9
E5 FHZHEN (bRTRE)
7) HdEde (Be0, 1. 2) BYLFEE A& 6
FiR o
R (X=0. 1. 2) WEIFE (IEdRR0. 1. 2)
cIX C2X | C3X | Read | Write | Increment |PeCFementiransferRest
ore
0 0 0 KeyAB | KeyAB KeyA|B KeyA|B
0 | 0 KeyA|B Never Never Never
1 0 0 KeyAB Key B Never Never
1 1 0 KevAB Key B KeyB Key AB
0 0 1 KevA|B Never Never Key AIB
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E:\pm3-bin-834\win32 <(client+GUI>>proxmark3.exe COM6
proxmark3> hu tune

Measuring antenna characteristics, please wait...

Measuring complete, sending report hack to host

antenna: ©.88 U @ 125.00 kHz

antenna: ©.688 U @ 134.00 kHz

optimal: ©.080 U @ 12000.08 kHz

antenna: 9.54 U @ 13.56 MHz
#t Your LF antenna is unusable.
proxmark3> _
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[proxmark3> hw tune
Measuring antenna characteristics, please wait...
Measuring complete, sending report back to host

125.80 kHz
134.00 kHz
12008.60 kHz
13.56 MHz

antenna:

antenna:

optimal:

antenna:
Your LF antenna is unusable.
Your HF antenna is marginal.
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: b5 62 54 bS5
: 88 [2]1

: NXP MIFARE CLASSIC 1k | Plus 2k
[proprietary non isol14443a-4 card found, RATS not supported
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lproxmark3> hf mf chk B A FEEFFFFFFFFF

chk keyl[@1 fFFFEfffeeesf

-—SectorsCnt:@ block no:8xB8 key type:A key count:1l
Found valid key: [ffffffffffff]
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proxmark3> hf nf nested 1 @ A FEFFFFFFFFFF
——hlock no:80 key type:88 key:ff ff ff ff £ff ff
Block shift=0
esting known keys.
ested...

ime in nested: 2.309 {inf sec per keyd

etrans:@

Sector count=16

Iterations count:

FEFEFEFEEEES
FEFEFFFFEFESF
FEFEEFEFEEES
FEFEFFFFEEES
FEFEFFFFEFES
FEFEEFEFEFES
FEFEFFFFEEES
FEFEEFFFELES
FEFEEFEFELES
FEFEFESFEEES
FEFEEFFFELES
FEFEEFFFEFES
FEFEFESFELES
FEFEEFFFERES
FEFEFFFFEFESF
FEFEEESFFEEES

FEEEEFEFELELE
FEFFFFFFFFFF
FEEEFEFEEEEEF
FEFEEFEFEELE
FEEFFFEELEESF
FEEFEFEELEEF
FEFEFFEFFEEFE
FEFFEFFEFELT
FEFFFEFFELEEF
FEEEEFFEFELE
FEFFFEFEEFEESF
FEFFFFFEFEFF
FEFEEFEEEELS
FEFFFFEEFEET
FEEFFFEEFFFF
FEEEEELEEELE
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FINISHED
FINISHED
FINISHED
FINISHED

FINISHED
FINISHED
FINISHED
FINISHED
FINISHED
FINISHED
FINISHED
FINISHED
FINISHED

E14  dumpXLHERE

proxmark3> hf mf csetuid b56254h5
——yipe card:00 uid:bh5 62 54 hS
old UID:12 34 56 78
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proxmark3> hf mf restore

[Restoring dumpdata.bin to card

Writing to block 8: b5 62 54 b5 36 88 B4 90 BB BB @
ftdb#t Cmd Error: 84

Htdb#t Write block error

ftdb#t WRITE BLOCK FINISHED

is0k:00

Writing to block 1: 60 09 06 80 0O 00 00 B8 BO BB O
fdb#t WRITE BLOCK FINISHED

is0k:01

Writing to block 2: 00 09 08 00 VO 0V OO B8 BB BB A
ftidb## WRITE BLOCK FINISHED

isOk:01

Writing to block 3: ff ff ff £ff ff £ff £ff O7 80 69 f
ftdb#f WRITE BLOCK FINISHED
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