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Data aggregation Scheme for Secure Metering in Smart Grid

ZHU Dan, WEN Mi
(College of Computer Science and Technology, Shanghai University of Electric Power,
Shanghai 200090, China)

Abstract: Most of the existing scholars mainly focus on the security of power consumption data and ignore
the availability of data. In the application of actual power system, most of them only pay attention to the
availability of data and ignore the problem of data security. Based on the threshold ElGamal homomorphic
encryption and dynamic encryption, a data aggregation scheme for security metering is proposed. This solution
not only protect the security of smart meter data, but also improve the data availability by expanding the level
of data aggregation, and it is convenient for grid operators to analyze the community power consumption. By
comparing and analyzing with other electric energy safety measurement schemes, the scheme can ensure that
the grid operators can understand the user’s electricity demand while protecting the user’s privacy, which will
help the power load forecasting.
Key words: smart Grid; homomorphic encryption; privacy protection; energy data usage; data aggregation
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Fig.2 Aggregated data is displayed in a large screen
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