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Abstract: According the requirements of data security related to power equipment asset management, SM7 algorithm for
data security protection for power equipment asset management system is adopted. SM7 is a commercial cryptography
of symmetric algorithm, certified by State Cryptography Administration, particularly designed for RFID. The key length
of SM7 is 128 bit, and its performance of security is superior to other RFID algorithm. The identification approach of the
RFID certification process is three times data transition, namely “mutual certification” or “triple certification”. In addition,
RFID SM7 algorithm module is functioned of encryption and decryption, in order to implement the certification between
power system and power equipment, the encryption and decryption of data certification are completed by adopting SM7
algorithm. The data security protection of power equipment asset with SM7 algorithm, is mutual certified at the outset
and reads the cryptography data on the power equipment, which would distinctly enhance the data security of power

equipment asset.
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Fig. 1 Principle diagram of RFID system
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Fig. 2 Working principle of RFID electronic label based on national secret SM7 algorithm
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