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Research on network security situation awareness of power monitoring system
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Abstract: Due to the traditional situation awareness method, the calculation of the security situation value is not
accurate in the process of network security situation awareness of power monitoring system, resulting in a large
error between the perceived risk propagation attenuation rate and the actual risk propagation attenuation rate, which
can not realize the accurate perception of the network security situation of power monitoring system. In order to
solve this problem, the network security situation awareness of power monitoring system is studied. Through the
transformation of network security situation mapping, the available network security situation mapping is output
to provide data support for the calculation of security situation value; the security situation value is calculated, the
value range of the power monitoring system network security situation value is [0,1]is got. The larger the value, the
higher the possibility of the power monitoring system being attacked by the network. The experimental results show
that the maximum error between the perceived risk propagation attenuation rate and the actual risk propagation
attenuation rate of the designed situation awareness method is not more than + 0.004, and the maximum error of the
experimental control group is £ 0.308. The designed situation awareness method can realize the accurate awareness

of the network security situation of the power monitoring system.
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Fig. Network security situation security prediction process of

power monitoring system
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Tab. 1 Network attack behavior parameters

Yitg % 55 RbRIR WIHID ingdl
Ghfgsdp;a  BTY — 2001 — 1547 171.11.152.45  00:10:08
hjsosavg BTY — 2002 — 3675 171.11.154.50  00:15:21
ydhaiavnsax BTY — 2003 — 2457 171.11.154.45 00:08:26
hiafjaivsa ~ BTY — 2004 — 3747 171.11.152.100 00:04:38
fgwusfgrfg  BTY — 2004 — 8456 171.11.153.100 00:05:30
thuehacv BTY — 2005 — 1348 171.11.151.100 00:11:50
rthbihsavg  BTY — 2005 — 8675 171.11.153.150 00:15:42
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Tab. 2 Comparison of perceived risk propagation attenuation rate

(%)

Sl W R HRALRA R SRR
e AR EIE FERR IR T
1 0.254 0.374 0.250
2 0.253 0.378 0.250
3 0.254 0.369 0.250
4 0.251 0.357 0.250
5 0.248 0.374 0.250
6 0.249 0.558 0.250
7 0.250 0514 0.250
8 0.247 0.538 0.250
9 0.252 0.547 0.250
10 0.250 0452 0.250
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