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Design and development of MMS alarm function of intelligent substation based on
Wireshark

WANG Yu, LUAN Qingwu, YUE Wei
(NARI Technology Co.,Ltd., Nanjing 211106, China)

Abstract: Wireshark is a powerful open source cross platform software for network protocol analysis, Almost
all mainstream network communication messages are included, But for intelligent substation, there are still many
deficiencies in MMS message analysis. By analyzing the design architecture and processing flow of Wireshark,
MMS service and frame format, the scheme and development process of MMS alarm function for intelligent
substation developed based on Wireshark are given, and the operation results of MMS alarm function based on
this scheme has achieved the expected purpose. This design is based on the secondary development of open source
software, which provides a new idea for the application of open source software in power system, and is also of

great significance for the analysis of communication protocols in intelligent substations.
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Wid3: TCPEEE

Yini4: TPKT

Ai5: 1S08073

i #6: 1S08327-1

location; bl location; b2 location: b3 location: b4 location; b5 location: b6
Length: 157 |  Length: 143 |3  Length: 123 | 3 Length: 113 |  Length: 99 I3  Length: 96
next —| next —| next —| next —| next —| next
411, informationReport i #4510 unconfirmed-PDU Hi9: MMS k8. 1S08823 Hi47. 1S08327-1
location: b1l location: b10 location: b9 location: b8 location: b7
Length: 81 < Length: 83 ¢ Length: 85 < Length; 92 < Length: 94

i 12, listOfVariable
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i 17: AccessResult
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next
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next
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next
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location: b16
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Fig. 4 Link structure

location: bl5 location: b22 location: b21 location: b20
Length: 71 Length: 17 — Length: 20 ¢ Length: 31
next next next —I_ next
11523 Data5 151524 Data6
location: b23
Length: 7 | 5 location: b24
Length: 4
next
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1 F I I 2% SCD #EH
2 IED name SCD #2H
3 IED desc SCD #HL
4 Uity 75 SCD 32t
5 ptID SCD
6 Dataset] ref SCD i
7 TrgOps SCD L
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L& B Tref SCD #H
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no BERERUR BB n B A SCD 5t

n {58

SCDHL A S AR fE I XML R, A
R M XSD IR AT I B A R, FHHMN AR
HIIXMLIC A R BUE B, THEA&AXSCDR
RSB PR SR BT RE D A T PR M i AT SCD 3¢
f, M T QUi At QEXm I B 52 i X+ SCD 3 14
FI AT
3.2 REHMREERR

Wireshark - & H1 W MM S 4% 3C {15 7 75 18 HY
IR, BlAnTCSEOE R . MMSHR SO BRI
RV R FF A TLVERADEL N 45, (HFF 3 A X
MM SHi 3¢ — 2635 L FRy s MEH RN, WER2,

K SEBLL B R, 0 R R IR
B o A P 72 f# AT 52 I MMM S Z)tree
5 AL v AR B2 Y A A B R BT B AT IS
Z 8, @iDomainld, ItemId, ListOfData,

106 | @ 5l - 20235E 54255688

DataAccessError, ListOfAccessResultfll
WrRspltem%E, treefy &4
typedef proto__node {
proto__node *first _child; // &+ &,
proto__node *last__child; // &1 &
O et R E D
1A
I FBAE R

tree_data t *tree data;

proto__node *next;
proto_node *parent;

field _info *finfo;

} proto_ node;

X2 MMS&®E
Tab. 2 Abnormal MMS
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1BHBUE BRI
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VI BufTm 55
YIEL ConfRev 5%
YIHGAL EntrylD S5
YIEL IntgPd S5
Y4k OptFlds 5%
YUtk TrgOps 75
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g tMMSInfo, KRN :

typedef struct Dissector_Info

3
Jo

O 0 N N R W N =

{

Timelnternal tTimestamp; // B [E] 8%
Report tReportData;

TagDatSet  DatSet;

GPtrArray  *pDomainlds;
GPtrArray  *pltemlds;

GPtrArray  *pListOfData;
GPtrArray  *pDataAccessErrors;
GArray *pFailures;

GArray *pListOfAccessResults;
GArray *pWrRspltems;

int nPortld; // vg %5



KT Wireshark [ 8/ fEZEHLSE MMS % E L fE BE i B S50

int nMMSpdu; // pdui 7Y
unsigned short nSrcPort;
unsigned short nDstPort;

unsigned char c¢SrcMac[6];
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unsigned char cDstMac[6];

unsigned char cSrclP[4];

unsigned char cDstIP[4];

} Dissector_Info _t;
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Fig. 8 Flow chart and new module location
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Fig. 9 Modified setting value failed
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Fig. 10 Modified setting value group failed

E 11 BufTm #HURE
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Fig. 12 ConfRev abnormal initialization
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Fig. 13 EntryID abnormal initialization
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Fig. 14 IntgPd abnormal initialization
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Fig. 15 OptFlds abnormal initialization
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E 16 TrgOps #MiAL7E

Fig. 16 TrgOps abnormal initialization
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Fig. 17 Remote control failed
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