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Design and implementation of adaptive encryption and decryption strategy for
intelligent terminals in charging stations based on open-Harmony

LIU Tianbao, LI Zi, WANG Jingyang, HE Mingyang, SONG Zihang, CHEN Haoqu, XI Meng
(Aostar Information Technologies Co.,Ltd., Chengdu 610000, China)

Abstract: Hardware encryption and decryption technology offers advantages such as high security, fast operation
speed, and strong stability. However, it also has limitations, including fixed encryption algorithms, lack of
flexibility, and high costs for modification and deployment. Based on the domestic RK3568 main control chip and
the open-source HarmonyOS, this study addresses the encryption security requirements of charging stations by
integrating encryption and decryption chips that support different rates and algorithms. A dynamic and adaptive
optimization scheme was designed, with the RK3568 chip as the core scheduler, to dynamically allocate encryption
and decryption tasks based on demand. Experimental verification and pilot tests demonstrate that the system
operates efficiently, allowing for flexible switching between encryption and decryption schemes while processing

multiple encryption and decryption tasks in parallel, thereby further improving system efficiency.

Keywords: electronic technology; encryption and decryption chips and Systems; hierarchical processing strategy;

resource scheduling optimization; domestic RK3568
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Fig. 2 Low-speed secure chip
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